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Al Sadiq School  embraces the presence and use of Information and
Communication Technologies (ICT) as an integral part of the learning
environment. The Cyber Safety policy seeks to ensure the safe and responsible use
of ICT within Al Sadiq school community. 

Rationale

Cybersafety - the way in which users behave responsibly online to keep
themselves and their friends safe. It incorporates the safe and desirable use of the
internet and ICT equipment and devices, an awareness of our digital footprint, and
how to behave appropriately and respectfully. 

Cyberbullying – direct verbal or indirect bullying behaviours using digital
technologies. eg. Inappropriate comments on social media spaces.

Definitions

Online Safety Policy  Ensure;
 To promote the appropriate use of ICT by all members of the school community
that ensures the safety and well- being of all students, staff and parents,
emphasising a zero tolerance to cyberbullying. 

To ensure students, staff and parents are aware of their roles and shared
responsibilities in relation to cyber safety and appropriate online behaviours. 

To develop the skills, knowledge, attitudes and behaviours required of students,
staff and parents to participate and function responsibly, safely and appropriately
in cyberspace. 

To ensure all students and staff understand the importance of password security
and the need to log out of accounts. 

To create awareness among the stakeholders on ‘the various initiatives of U A E in
relation to child protection by incorporating the Federal Law No: 3 of 2016
(Wadeema’s Law)- Federal Law No. 3 of 2016 concerning child rights, which states
that all children must be provided with appropriate living standards, access to
health services, education, equal opportunities in essential services facilities
without any kind of discrimination,

Aim



 Federal Law No: 5 of 2012 on combatting cybercrimes – the article of this law
highlights a number of computer and online related activities and how they
would be dealt with under the law. It addresses subjects such as IT security,
invasion of privacy, malicious and illegal activities including hacking, fraud,
improper system use, defamation, threats to state security, terrorism, insult to
religions, and many more. etc. It will deal with incidents within this policy and
associated behavior and anti-bullying policies and will, where known, inform
parents / caregivers of incidents of inappropriate e-safety behavior that take place
out of school. 

 To log on, children and students are given unique user identification (user-ID)
that is protected by a secure password. 
Passwords must be kept confidential. 
Passwords must not be included in log-in scripts or other automated log-on
processes. 
Passwords must not be disclosed to unauthorised people. 
Students will be accountable for any inappropriate actions (eg bullying,
accessing or sending inappropriate material) undertaken by an unauthorised
person using their password. 

User Identification and Passwords 

Distributing spam messages or chain letters 
Accessing or distributing malicious, offensive or harassing material, including
jokes and images 
Bullying, harassing, defaming or giving offence to other people 
Spreading any form of malicious software (e.g. viruses, worms) 
Accessing files, information systems, communications, devices or resources
without permission 
Using for personal financial gain 
Using non-approved file sharing technologies (e.g. Torrent) 
Using for non-educational related streaming audio or video 
Using for religious or political lobbying 
Downloading or sharing non-educational material. 

Students may use the Internet only for learning related activities that are
approved by a teacher. They must not cause interference or disruption to other
people or equipment, and students may not access or distribute inappropriate
material. This includes: 

Appropriate Behavior and use



 Cyber-Safety Use Agreements must be in place for all staff and students. 
The age appropriate agreement must be agreed to and signed by staff, the
student and his/her parents. 
These agreements will be reviewed and updated yearly to ensure their
appropriateness and effectiveness. 

Cyber-Safety Use Agreements

Significant breaches made by, or involving, students will result in the school
notifying the parents of those students. 
The school’s response to alleged breaches will be followed up with due
diligence and consideration for all parties involved or affected by any breach. 

Students, staff or parents can report any breaches of the ICT User Agreements or
incidents of cyberbullying activity to the Designated Safegaurding Team members
at any time. 

 Any alleged incidences or allegations of behaviour that are in breach of AL Sadiq
ICT User will be thoroughly investigated by the school. 

The progress and well-being of any student involved in breaches will be
monitored and evaluated in line with our Child Protection and Safeguarding
Policy.

Where cyberbullying has been identified, counselling and support may be offered,
as determined by the school. 

Consequences of inappropriate use will follow the steps outlined in the Student
Behaviour Policy. 

Complain Procedures 



Students are required to confirm their attendance in the class by switching on
the camera and audio at the beginning of the class and when requested by the
teacher during the class. 
The Student is required to switch the camera on or off, or the sound, at any
time during class based on the study requirements, if a student fails to respond
appropriately as per the teacher’s instructions, he/she will be considered
absent. 
As much as possible, video conferencing should be set up to eliminate
backgrounds that provide information on learners’ personal lives and locations.
A simple white or light-colored background is best. 
You must not leave your session, unless you have the permission to do so. 
Unauthorized individuals (e.g. children, brothers, sisters, and friends) are
prohibited to attend online sessions. 
Avoid side conversations that exclude the far-end site(s) or disturb other
students 
It is critical to ensure that you have the technology tools required and
functioning for e-learning. Any help that you may need regarding this area
should be communicated immediately. 

Remote Learning Virtual Attendance and Participation 

Electronic communication that takes place over a school RLP platform may be
subject to periodic monitoring. 
You may not record information from your side using devices such as mobile
phone or capture technology without prior permission of Al Sadiq staff. 
Only Al Sadiq Teachers and Staff are allowed to use student pictures, videos,
audio or snippets of their work captured during remote learning or any other
school sessions on relevant school media. 
In the event of a student found to be invading the privacy of others, he/she will
be held legally responsible in accordance with school policies. 
You must not share your password with anyone to avoid cyber-security risks. 
Students must keep their devices and applications up to date to keep
themselves and others safe from malware. 
In case of any violations, students will be held liable in accordance with the
class treaty. 
When joining school events or classroom activities via any other platform e.g.
Zoom, Go To Meeting, Kahoot, Socrative, Skype etc. the students must use their
Official Name else they will be removed. 
Students should not leave any school events before the end or without
instruction from the teacher to do so. 

Remote Learning Safeguarding 


